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Overview

Central Manpower Base (CMPB) Online Engagement Portal (OEP) aims to
equip Pre-Enlistees with necessary information to be listed on National Service
Enlistment. Few information was requested to be delivered through videos with
additional features/services so that the pre-Enlistees could receive the
information in a most effective and efficient manner. And such feature
COMpIrises:

* A Digital Access Management (DAM) portal, which can be accessed by
various user groups. To facilitate the efficient administration of video
content, generation of statistical reports and managing user accounts by the
admin.
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To ensure that the System in place has mitigations against security
vulnerabilities and risks listed in the Open Web Application Security Project
(OWASP) Top 10 and the SANS Institute/Common Weakness Enumeration
(CVE) Top 25 Software Errors

To ensure that the Computing Environment and System adheres to the
secure configuration benchmarks published by the Centre for Internet
Security (CIS)

Solution

Work plan and mitigation measures were discussed and formulated
together with EVVO Media team and EVVO CyberSecurity Team that
were developed to address the customers’ need and to exceed the
performance and security expectations.

The work plan, together with all the security solutions to mitigate all said
risks, were collated and developed into the Scope of Work (SoW) and
was presented to CMPB OEP team. After a few rounds of consultation
and discussion session, a finalised SOW within a stipulated timeframe was
delivered. Furthermore, EVVO team completed the entire project within
the stipulated project timeline. However due to security concerns and data
protection, details in the SOW cannot be shared here.

Snapshots of our project (DAM-Portal)
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